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“Risk management: it’s not rocket science.
It’s more complicated than that.”

Risk management: cutting the CRAP - Compulsive Risk Assessment Psychosis,

Psychosis: noun - a severe mental disorder in which contact with reality is lost or highly distorted.
I was recently invited to address a conference of psychiatrists on the subject of risk. They, like the rest of the medical profession,
practice defensively for fear of litigation, and labour under incessant demands for the assessment of every imaginable risk, however
small. I offered for their consideration a new mental illness that I called obsessive risk assessment disorder. One of them proposed that
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I was recently invited
to address a conference of psychiatrists on the subject of risk. They, like the rest of the medical profession, practice
http://john-adams.co.uk/wp-content/uploads/2008/09/crap-for-irm21.pdf
defensively for fear of litigation, and labour under incessant demands for the assessment of every imaginable risk, however small. I
offered for their consideration a new mental illness that I called obsessive risk assessment disorder. One of them proposed that the
disorder I described was sufficiently serious to merit the label psychosis – hence
Compulsive Risk Assessment Psychosis, or CRAP. There is a lot of it about, and numbers of new cases are growing rapidly.
http://john-adams.co.uk/wp-content/uploads/2008/09/crap-for-irm21.pdf
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ICAO’s 5 HF Principles

5 KEY HF PRINCIPLES OF RISK CULTURE STUDY

(ICAO Doc 10151 Human Performance Manual for Regulators)

(Based on ICAO’s 5 KEY HF PRINCIPLES)

People’s performance is shaped by their capabilities
and limitations.
People perform in ways that make sense to them.

People’s behaviour and decisions are influenced by their
risk perception and risk attitude, which are inevitably
shaped by individual and organisational factors.
People tolerate or reject risks when it makes sense to
them.

People adapt to the demands of a complex and

The individual, organisational and environmental

dynamic work environment.

demands encourage people to tolerate more risks.

People assess risk and make trade-offs all the time.

People assess risk and make trade-offs all the time.

People’s performance is influenced by interactions

Emotional intelligence and interaction with technology

with technology and other people.

influence how people make risk decisions.
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HP Principle 4: “People assess risks and make trade-offs”
 Trade-offs can sometimes result in errors or in deviations .
from published rules or procedures

This flexibility might be perceived as a safety deficiency. However,

 Procedures and rules are often prescribed in a limited context or for specific purposes,

and

 It is the responsibility of the people in the system to balance the risks and find the right trade-offs.
 In making choices, people attempt to make what they think is an acceptable compromise to resolve the
goal conflict, while keeping risk within subjectively acceptable limits.
 The risks perceived by the individual may not align with management’s or the regulator’s view of risk.

Individualsmayconsiderriskstoincludebeingembarrassed,beingridiculed,threateningarelationship,or

being punished. Also,

 Risks are likely to be perceived differently by different people a different times, especially after an
unintended outcome.
 It’s worth noting that leaders and managers are also human, and so they too make such trade-offs and
compromises.
 Although every person is different and can be unpredictable in some sense, each has an inherent ability to
understand goals, and to assess risks and make trade-offs in order to provide an overall acceptable solution
in a complex aviation work environment.

(RUMSFELD’S) KNOWN UNKNOWNS
FUTURE SKY SAFETY SURVEY (2016)
‘EUROPEAN PILOTS’ PERCEPTION OF SAFETY CULTURE’

RISK HANDLING
“I have to take risks that make me
feel uncomfortable about safety”

7.39% of 7239 pilots
(over 500 pilots)
Agreed
StronglyAgree
Agreed
Agree ororStrongly
Neither Agree Nor Disagree



Disagree or Strongly Disagree

HOWEVER THE SURVEY DIDN’T CAPTURE THEIR EXPERIENCES. WE NEED TO
UNDERSTAND WHAT THOSE RISKS ARE TO BE ABLE TO MITIGATE THEM BETTER.

COMPLIANT

NON-COMPLIANT

SAFE

The rules didn't make sense
The rules made perfect sense in
because of the circumstances, and I
the circumstances I faced, and I
made my own judgement to
followed them
deviate to achieve a safe outcome.

UNSAFE

I did follow the rules, but I
believe they didn't consider the
I didn’t follow the rules and it was
circumstances I was facing;
unsafe. I have no idea why the heck
therefore, I felt that following
I did what I did.
them could have potential
caused an unsafe outcome.

(RUMSFELD’S) KNOWN UNKNOWNS
FUTURE SKY SAFETY SURVEY (2016)
‘EUROPEAN PILOTS’ PERCEPTION OF SAFETY CULTURE’

RISK HANDLING
“We often have to deviate from
procedures for safety reasons”

5.55% of 7239 pilots

(over 360 pilots)
Agreed
StronglyAgree
Agreed
Agree ororStrongly

Neither Agree Nor Disagree



Disagree or Strongly Disagree

HOWEVER THE SURVEY DIDN’T CAPTURE THEIR EXPERIENCES. WE NEED TO
UNDERSTAND WHAT THOSE DEVIATIONS ARE TO ADDRESS THEM

PART 2. HP IMPLICATIONS FOR REGULATORY ACTIVITIES

2.3 EVALUATING, ACCEPTING AND APPROVING

2.3.2 ORGANIZATIONS, MANAGEMENT SYSTEMS, PROCESSES AND PROCEDURES
c) Processes and procedures
For the purposes of evaluating and approving, the regulator should check that the process
or procedure is:
 formally documented and readily available;
 written at the appropriate level of detail to ensure accurate execution; and
 clear about:
 what is to be accomplished;
 when and under which conditions it should be executed;
 what each step is, and who performs each step; and
 when non-adherence is permitted (e.g., defined situations and what the
potential risks/hazards are if they are not followed).

FOCUS ON TWO FUNDAMENTAL QUESTIONS

1
2

A scenario & decision on most
significant ‘accepted/acceptable risk’
A scenario & decision on most
significant ‘unacceptable/rejected risk’

& SUB-QUESTIONS
1. Risk Decision Making
Individual vs Organisational
2. Factors encouraging /
discouraging people to take
such safety risks.

TYPOLOGY OF ORGANISATIONAL RISK BEHAVIOUR
EFFECTIVENESS OF SMS

(Control of Risk Exposure e.g. Safety / Legal / Reputation)

(Effective Risk Control / Mitigation)

RISK PROTECTION

Based on the concept of “Four States of Man” coined by Hon. Charles Haddon-Cave
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POTENTIAL RISK
DECISIONS

 AVOID/ELIMINATE RISK = STOP operation / production.
 MITIGATE RISK = Based on initial assessment, the risk is intolerable but is mitigated before operations continue
 TOLERATE RISK = Continue operation without immediate mitigation.

RISK AVERSE

(ELIMINATE/MITIGATE – COSTLY)

I/we don’t understand the risk and I/we fear the
worst outcome.
I/we realise that our attitude towards risk has cost implications
but I/we fear the worst outcome. In many cases, after an accident
or serious incident, most individuals and organisations make such
decisions even for the risks they tolerated before.

RISK SENSIBLE

(ELIMINATE/MITIGATE/TOLERATE)

I/we understand risk well and make informed and
balanced decisions
I/we evaluate all the options in front of me and consider the
safety and financial gains before I/we make a decision to
effectively manage risk.

RISK IGNORANT

RISK CAVALIER

I/we don’t know and I/we don’t want to know.

“Risk is our business” Captain Kirk

Ignorance is bliss. I/we sometimes tolerate risks that may be
unacceptable / or seen as excessive by others.

I/we have a good understanding of risk but sometimes because
of individual, organisational or external (environmental) factors,
I/we make choices that increases the risk exposure to myself, my
colleagues and the organisation.

(TOLERATE BLINDLY)

(MITIGATE/TOLERATE)

Individual Factors – Traits, Character, Emotions, Circumstances outside of work, stressors at home etc.
Organisational Factors – Policies, procedures, processes, leadership, organisational culture
External (Environmental) Factors – Physical environment (temperature, noise etc.) Country level factors (political situation, legal system, influencing high profile cases) Legal factors such as Pax Right Legislation.
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CONCLUSIONS
 Culture surveys by asking people tens of Likert scale questions and doing
statistical analysis has limited value to generate actionable intelligence.
 When it comes to risk, CONTEXT makes all the difference.
 Capturing experiences of frontline operators (operational risk managers in
organisations) can be extremely valuable to understand how they are making risk
decisions, what risks they are tolerating or rejecting on behalf of the organisation.
 Based on collecting such data and sharing the analysis with leadership can enable
to organisation ‘Continually Monitor Its Risk Culture’
 3rd Risk Culture Study does not aim to label organisations, departments or
professionals. It aims to enable both individuals and organisations to make more
informed and effective risk decisions.

